Introduction
The introduction of innovative products into the marketplace is often accompanied by an interesting engineering and design dichotomy; on one hand, the original designer intends on maintaining his/her competitive advantage, gained through innovation, by offering the product to the masses without easily disclosing its enabling technology ͓1͔. On the other hand, however, the competitor is determined to reverse engineer the innovative product so as to uncover the enabling technology and potentially earn a portion of the market by capitalizing on it ͓2͔. Although seen from different perspectives, the notion of barriers to reverse engineering is critical in both cases. Ideally, to the original designer, all efforts are made to increase the barrier and time required to reverse engineer his/her design. To those reverse engineering the original designs, minimal time and barrier is desired so as to enter the market before it is saturated. In either case, these designers could benefit from general metrics and parameters for quantifying the time and barrier to reverse engineer a product ͓3,4͔. This paper develops these metrics and parameters, provides practical insight into their use, and demonstrates their effectiveness with three examples.
Reverse engineering was defined in a variety of similar, yet unique, ways by the disciplines that have approached the topic in the literature ͓2,5,6͔. Among the various disciplines that have addressed the topic of reverse engineering, the following three areas are predominant: ͑i͒ reverse engineering of software ͓5,7-10͔; ͑ii͒ reverse engineering of hardware ͓2,3,11-13͔; and ͑iii͒ reverse engineering of biological systems ͓6,14-16͔. The reverse engineering of software is pervasive in the literature and is of particular interest as it relates to reverse engineering because software is being delivered to end-users with more mobile code in architecture-independent formats-thereby facilitating the reproduction of the original code with less effort. Strategies to prevent reverse engineering of software include tamper proofing, obfuscation, and watermarking ͓17͔.
The reverse engineering of hardware is generally addressed in the literature from within three areas of research: ͑i͒ performance benchmarking ͓2,11,13͔, which is the evaluation of competitive products in order to specify performance criteria and generate concepts for new products; ͑ii͒ geometric surface and shape recovery ͓18,19͔, which is the automated extraction of geometry from an existing product and the construction of 3D CAD models from the data; and ͑iii͒ empirical parameter estimation and surrogate model building by statistical sampling of hardware ͓20,21͔, which is simply the estimation of performance measures through testing an existing product and fitting a mathematical model to the test data, thereby developing an approximate parametric model of the product's performance.
Ingle ͓2͔ provides a basic four-stage methodology for the reverse engineering of hardware. Of the four stages presented by Ingle, the first two stages are of particular interest in the context of the present paper: Stage 1 is the evaluation and verification of a product or system, and Stage 2 is the documentation of the findings, usually in the form of technical data. As a note, Stage 3 is prototype verification, and Stage 4 is project implementation.
Finally, research in the reverse engineering of biological systems has gained more and more momentum as scientists and engineers seek to discover the building blocks of nature ͓14,15͔ and successful ways in which natural systems accomplish complex tasks ͓16͔.
Although related and useful to the design and reverse engineering of software, hardware, and biological systems, the developments presented in this paper focus on an articulated, yet unmet need in the literature-comparative metrics for barrier and time to reverse engineer a product or system. For clarity of scope, we provide the following three important definitions in the context of the present paper.
• Reverse engineering is the process of extracting information about a product from the product itself.
• Time to reverse engineer is the total required man-time to reverse engineer a product without consideration to parallel activities.
• Barrier to reverse engineering is anything that impedes reverse engineering.
Barriers to reverse engineering include, for example, critical complex surfaces that are difficult to recreate, localized heat treating that creates difficult-to-discover heterogeneous material characteristics, and hidden in situ sensors that monitor performance. Importantly, we note that there are distinct differences between time and barrier, and that a large time to reverse engineer a product does not necessarily imply that there is also a large barrier to reverse engineering. For example, the barrier to extract geometric information from keys on a keyboard is relatively small as it only requires simple measurements that are easy to obtain. However, the time to reverse engineer the keys on a keyboard may not be small, due to the quantity of keys requiring analysis.
Various researchers have expressed the need to estimate the time and barrier to reverse engineer a product. The various perspectives in the literature range from those of the original designer ͓3,12,13͔, to those who reverse engineer ͓2,4,11͔, and to market analysts ͓3,22,23͔. While these perspectives are insightful and suggest the need for quantitative measures, unfortunately none of them provide it.
Macmillan et al. ͓3͔ stated that it is critical to estimate the competitor's response lag ͑or time to reverse engineer and imitate a product͒ in order to understand the potential financial risks and profits. Pahl et al. ͓13͔ stated that effective product planning includes understanding the life cycle of the proposed product, as well as understanding the competitor's products. Therefore, effective product planning and definition of product life cycle is likely to ͑i͒ consider the time required for competitors to conduct reverse engineering activities and ͑ii͒ require a full understanding of competitive products through reverse engineering activities.
Shapiro ͓24͔ and Nelson and Winter ͓25͔ emphasized that the harder a product is to reverse engineer-dependent upon the competitor and their resources and skills available-the less incentive a competitor has to imitate the technology. On the other hand, there is little incentive for original designers to develop innovative products if competitors can imitate the products at a significantly reduced development cost with a larger return on investment ͓4͔.
While others previously presented the idea of barriers to reverse engineering ͓12,26,27͔, we pursue the concept of barriers to reverse engineering further by developing relationships that define quantitative representations of the barrier and time to reverse engineer any product.
In the present paper, we develop a set of metrics and parameters to quantify two things; ͑i͒ a measure of how difficult a product is to reverse engineer, and ͑ii͒ how much time is required to reverse engineer the product. While there are many applications of the metrics and relationships presented in this paper, they have been developed with the intention of using them in conjunction with numerical optimization approaches to maximize the barrier and time to reverse engineer a product.
The relationships developed in the present paper originate from Ohm's law and enable us to estimate the time to reverse engineer a product with an average error of 12.2%. We start by presenting a brief overview of the pertinent relationships used from Ohm's law in Sec. 2. The adaption of Ohm's law to product development is then presented in Sec. 3, followed by a discussion of model limitations and sensitivity analysis of the presented metrics in Sec. 4. Empirical validation of the developed relationships is presented in Sec. 5, with concluding remarks provided in Sec. 6.
A Foundation in Ohm's Law
The metrics that are developed in this paper have a foundation in Ohm's law. Ohm's law serves as an appropriate foundation because of an interesting phenomenon, which will be described later in this section. The observed phenomenon was sufficient to motivate the investigation into the application of Ohm's law to reverse engineering. The results documented herein, indicate that the developed relationships are appropriate for nearly all products and are accurate to the degree of an average error of 12.2%.
The history of Ohm's law is rich; Ohm ͓28͔ first presented Ohm's law in an 1827 publication. Since then, it was adapted and used to meaningfully characterize the behavior of many systems, including fluid systems ͓29͔, mechanical systems ͓30͔, thermal systems ͓31͔, and electrical systems ͓32,33͔.
To facilitate the ensuing developments, we consider the analysis of the simple resistor-capacitor circuit shown in Fig. 1 , and outline mathematical relationships that enable the evaluation of a circuit's resistance R, capacitance C, and the time T to drain an initially charged capacitor. We present the following fundamental principles of Ohm's law because it is the foundation for the reverse engineering metrics and parameters presented in Sec. 3. Ohm's law characterizes the relationship between resistance, current, and voltage in a circuit as
while the capacitance C can be expressed as ͓32͔
where V͑t͒ represents the voltage difference across the resistor at current I͑t͒, and Q͑t͒ represents the charge stored in the capacitor. Notice that while V, I, and Q are time dependent, R and C are not. This important principle is used later in the paper to assist the designer in specifying reverse engineering parameters. The resistance and capacitance of the circuit can be expressed in a way that is convenient to our discussion of reverse engineering. The convenience of this form is made evident in Sec. 3. When Q, I, and P are known and the following well-accepted ͓33͔ relationships are considered: We reiterate that this form of the resistance and capacitance relationships is particularly useful in the context of information extraction during reverse engineering. When R and C are known for a given system, the time to discharge a capacitor can be quantified as a function of the charge remaining in the capacitor by
where it is assumed that the capacitor begins to discharge at t =0, and T represents the time when the specified charge Q is remaining in the capacitor. An interesting characteristic of a discharging capacitor is that the discharge rate is dependent upon the voltage difference across the resistor shown in the resistor-capacitor circuit of Fig. 1 . When the difference is large, the capacitor discharges quickly. When the difference is small, the capacitor discharges slowly. This behavior is exponential in nature. This phenomenon is also observable in the reverse engineering of products. That is, the rate at which information can be extracted from a product is dependent upon the difference between the unextracted information that exists in a product, and how much of that information is known by the individual reverse engineering the product-we hereafter refer to this difference as information difference. For this reason, Ohm's law is the foundation for the metrics developed in this paper.
As Eq. ͑8͒ is an exponential relationship, the time to fully discharge the capacitor is infinite. For this reason, Q is often selected to be a positive nonzero value with the bounds
which results in a finite quantity of time. Therefore, by these relationships, any resistor-capacitor circuit can be analyzed and, importantly, a prediction of time to discharge the circuit's capacitor can be made. Additionally, by using Ohm's law as a basic building block, circuits of any complexity can be analyzed using well structured, well-known approaches such as Kirchhoff's current and voltage laws ͓33͔. As presented in Sec. 3, we use this same basic relationship to estimate the time required to discharge information about a product, from the product itself.
Development of Metrics and Parameters for Reverse Engineering
In this section, we present metrics and parameters for characterizing the barrier and time to reverse engineer any product. The presentation of the metrics and parameters is divided into three main parts in this section. Section 3.1 presents the general relationship for barrier and time to reverse engineer any product, with a brief description of the supporting parameters and metrics. Section 3.2 provides practical insight into specifying the needed parameters, and quantifying barriers and time for small subsets of a larger problem. Section 3.3 shows how the solutions to these small subsets can be reintegrated to solve the large problem.
General Metrics for Reverse Engineering.
The barrier B to reverse engineer a product can be expressed as
where P is the power-the work per time to extract informationand F is the rate at which information can be extracted from a product. The time T to reverse engineer a product is
where K is the information contained by a product at a specific moment in time and K 0 is the information initially contained by a product. For simplicity, K is often defined as a fraction of K 0 ͑i.e., K = 0.05K 0 ͒. Specifically, the quantity K is constrained to
which ensures that Eq. ͑11͒ yields a finite quantity of time. The quantity S in Eq. ͑11͒ is evaluated as
where S is termed information storage ability of a product, which is analogous to electrical capacitance. As a note, while the general form of the equations presented in this section are true for K, F, and P at any time, it is worth noting that K 0 , F 0 , and P 0 are typically the simplest to specify. Similar to the electrical relationships, the reverse engineering metrics can be rearranged to solve for any variable that is known or easily determined. In this paper, the metrics have been presented in a form that utilizes the variables K, F, and P as they are more readily determined than S, B, or T.
Decomposition of a Product for Barrier and Time
Analysis. This section discusses how to determine the values of K, F, and P for the computation of the metrics as presented in this paper. In a realistic setting, it can be difficult to accurately determine the values of K, F, and P for the product as a whole. However, a product can be decomposed into disparate information components, allowing for a more simple quantification of K, F, and P for each component. In this section, we present an approach for decomposing a product based on information components, and analyzing each component to determine B and T. In Sec. 3.3, we discuss how the quantities B and T for each component can be systematically combined to determine the total barrier B ‫ء‬ and the total time T ‫ء‬ to reverse the product as a whole. We start by discussing the parameter K, and the categorization of it. Recall that K is the estimated or actual information contained by a product, and that the purpose of reverse engineering is to extract information contained by a product from the product itself. Some examples of information contained by a product include material, geometry, electrical conductivity, and color. While there are many different ways where a product can be decomposed, we present a process by which products are decomposed according to categories of information contained by the product. For the purposes of the present paper, information contained by a product K is categorized according to the taxonomy chart in Fig.  2 .
As seen in the taxonomy chart, the general information contained by a product can be separated into three basic levels. At the highest level, information is categorized into information types such as geometric information, material information, and function information. The second level of categorization separates each information type into information classes. For geometry, information classes include linear dimensions and radial dimensions, among others. When applicable, another categorization of the geometric information class can include microdimensions, mesodimensions, and macrodimensions. The final level of categorization on the taxonomy chart is the information subclass, which only has two categories-information that is pertinent to product performance and information that is superfluous. Generally speaking, the product should be decomposed into the minimum number of levels needed to easily specify the parameters K, F, and P for all the information contained by the product. As values for K, F, P, S, B, and T are specified or calculated for each information type, a subscript ͓ ͔ i is used to distinguish information types or informa-tion classes-depending on the level for which K, F, and P are being analyzed-while the superscript ͓ ͔ ‫ء‬ represents the values of ͓ ͔ that pertain to the product as a whole.
With the different information types defined, K is more fully defined as the estimated, unextracted, pertinent information contained by a product at a specific time. The quantity of information contained by a product is therefore a function of information type i and time t. The quantity of pertinent information contained by a product is determined as the number of relevant units of information that is critical to the performance of the product.
For convenience in specifying the parameters K, F, and P, we define two reference time frames. Time in the t domain is the traditional representation of time, which captures any moment during the reverse engineering process. As it may be difficult to determine, the quantity of pertinent information contained by a product, and the rate at which it is extracted, at any time t when the product contains both pertinent and superfluous information, a second reference time frame is used. This second reference time frame, in the domain , is a theoretical time frame when all the values of K, F, and P are known, and all information is deemed pertinent. In the time frame, the time-independent quantities of B and S are more easily calculated. Since these quantities are time independent, they can also be used directly in the t time frame where there exists many unknown factors.
We pause now to make a clear distinction between K͑͒ and K͑t͒. The parameter K͑t͒ represents only the pertinent information contained by a product, while the parameter K͑͒ represents the total information contained by a product, be it pertinent or superfluous. In general, the most conservative value of K͑͒ is when K͑͒ is set equal to K͑t͒, implying that competitors know exactly what information is pertinent and what is superfluous. The quantity K͑͒ is principally used for calculating S. A similar process of using two different reference frames is often used to determine the capacitance and resistance of electrical elements. If a resistor value is unknown, one can apply a known voltage and measure the current and determine the resistance of the system using Ohm's law. The resistance of a resistor is not dependent upon the electrical current, voltage, or time. Therefore, the resistance may be known for all times t, once it is known for a single time where a known voltage and current has been applied.
When a product is reverse engineered, no amount of superfluous information will benefit those extracting the information. For this reason, we are only interested in the rate F at which pertinent information can be extracted. For a product that contains both pertinent and superfluous information, it may be difficult to determine the flow rate of pertinent information when both pertinent and superfluous information is being extracted. For this reason, the flow rate of information is determined in the reference frame where all information is assumed pertinent. The quantity F͑͒ is principally used for calculating S and B for individual information types.
Typically when extracting information contained by a product, the information that is quickly and easily extracted is extracted at a high flow rate. At times in the information extraction process, information becomes more difficult to extract, resulting in a lower flow rate. It is also apparent that the flow rate of one information type such as geometric linear dimensions may not be the same flow rate as another information type such as material grain orientations. The flow rate of information in the reference frame can be determined experimentally by measuring the time to extract information of particular information classes, such as geometric linear dimensions.
The measure of work per time to extract information contained by a product is characterized as power P. It is important to note that while an individual may put forth a consistent effort, the quantity of work achieved per unit of time does not remain constant during the reverse engineering process since some information requires little work to extract, while other information require significantly more work. Not only was this obvious from the empirical validations, but also the equations that define P-both in the electrical engineering perspective and in the metrics presented in this paper-show that P decays exponentially as a function of time. The quantity P is also determined in the reference frame and is used in calculating both S and B. The value of P is constrained by
where zero represents no work being accomplished and 1 represents that maximum work is accomplished per unit of time while reverse engineering a product. The value of power should be selected to accurately represent the competitor's actual performance.
Often it is simplest to specify P when t = 0, therefore, we have specified P 0 to be a value of 1 for this study-which is the most conservative value of P 0 . With the values of K, F, and P defined, B and S can be calculated according to Eqs. ͑10͒ and ͑13͒ for each information type i or for the product as a whole, if it can be evaluated as a whole. When the product cannot be evaluated as a whole, the developments of Sec. 3.3 become important.
Integration of Analyses for Overall Product Evaluation.
In this section, the total time to reverse engineer, and the total barrier to reverse engineering, are calculated by strategically combining the barrier and time to reverse engineer each information component, as discussed previously. In Sec. 3.2, we discussed how a product can be decomposed into various information types to facilitate the selection of K, F, and P, resulting in a B and T for each information type. Importantly, when multiple Transactions of the ASME barriers exist for the same information type, those barriers may be added together in the same way electrical resistors in parallel and in series may be added together. A different approach is required for calculating the total barrier and time to reverse engineer a product when it contains multiple types of information. Under this approach, each information type, including the respective barrier and storage ability, may be considered as an independent resistor-capacitor circuit. Calculating the total time to reverse engineer a product is analogous to quantifying the total time required to discharge multiple independent resistor-capacitor circuits where the number of circuits is equivalent to the number of information types contained by the product. Knowing the length of time required to discharge the independent circuits, the combined quantity of charge initially stored by the circuits, and the capacitance of the capacitors enables us to create a pseudo resistor-capacitor circuit that will result in the same quantity of time to discharge as the summed time of the independent circuits-when the pseudo circuit has the same capacitance and charge as the sum of the individual circuits. With the capacitance, charge, and time to discharge known for the pseudo circuit, the resistance of the pseudo circuit can be calculated.
To estimate the total barrier and time to reverse engineer the product as a whole, we perform a similar analysis on a pseudo product that has the same performance as one that has the considered information types combined, enabling an estimation of B and T for the entire product.
The total time T ‫ء‬ to reverse engineer a product, the total information K ‫ء‬ contained by a product, and the total storage ability S ‫ء‬ of a product can be determined by
where N is the quantity of information types that the product has been decomposed into. When individual information types are analyzed, the known values include F and P. With the pseudo product, however, the flow rate is calculated by
which enables P ‫ء‬ to be calculated as
Note that Eq. ͑19͒ is obtained by rearranging Eq. ͑13͒ and solving for P. Only now that the effective rate at which information can be extracted from the pseudo product and the power required to extract information are known, the effective barrier for the entire product can be determined by using Eq. ͑10͒. It is important to note that the barrier and time to reverse engineer a product are dependent upon skills and resources available ͑both affecting the flow rate of information͒. Therefore, the barrier to reverse engineer a product may vary depending upon the group performing the reverse engineering activities ͓34͔. In general, the metrics presented in this paper will be more accurate if the individual reverse engineering is familiar with the reverse engineering process, the tools to be used while extracting information, and has a general understanding of the product being reverse engineered since the rate of information extraction often changes rapidly for those learning new processes or tools.
Model Limitations and Sensitivity Analysis
In this section we present the limitations for the reverse engineering metrics presented in this paper, as well as a sensitivity analysis of the input parameters.
The accuracy of the time and barrier to reverse engineer a product is dependent upon accurate selection of the parameters K, F, and P. Depending upon the reverse engineering perspective taken, some parameters may be more accurate, lending to a better estimation of the time and barrier to reverse engineer a product. Recall that there are at least two practical reverse engineering perspectives: that of the original designer who seeks to determine, and even maximize, the difficultly to reverse engineer their product; and that of the competitor who seeks to reverse engineer the innovative product.
When the original designer uses the relationships presented in this paper, he/she is able to accurately determine the actual quantity of pertinent information K contained by the product, but will only be able to estimate the rate at which the competitor can extract information F. The competitors, on the other hand, will be able to accurately determine the rate at which they ͑the competitors͒ can extract information F, but will be forced to estimate the initial quantity of pertinent information contained by the product. Additionally, it may not be obvious to the competitor what information is pertinent and what is superfluous-especially if the designers developed the product to be difficult to reverse engineer. It is likely that the original designers can estimate the information extraction rate for the competitors, more accurately than the competitors can estimate the quantity of pertinent information contained by a product. A simple approach would be for the original designer to specify a flow rate of information extraction, based on their own skill and motivation, as it is likely that their competitors have similar skills and motivation. Also, as discussed in Sec. 5, products must be of a sufficient complexity to ensure accurate estimations of B and T.
There are also limitations regarding the input parameter P. In this paper, we present P 0 = 1 for all of the presented examples. This is because the conditions defining P 0 = 1 can be understood in terms of product development, which involves a maximum effort being put forth with the maximum work achieved. Unfortunately, the conditions defining P less than 1 are not yet understood, and are the focus of a separate study by the authors. Fortunately, the conditions defining P 0 = 1 are also the most conservative. It is additionally beneficial that the term P does not affect the time estimation. The parameter P cancels out in the T equations, therefore negating any error that may be introduced due to a poor selection of P, however, the barrier estimation is still affected.
The first order sensitivity analysis confirms this notion and shows the sensitivity of B and T to the input parameters, which may be seen in Figs. 3 and 4 , which present the percent error of the calculated B and T, respectively, with respect to the error of the input parameters. As can be seen from the figures, the flow rate of information extraction generally has the largest impact on the accuracy of the barrier and time estimations. Therefore, it is likely most beneficial to ensure that the flow rate is accurate. In our studies, we have found that a typical F error has been found to be Ϯ5% when F is determined by the methods outlined in this paper.
Empirical Validation of Developed Metrics
In this section, we present an empirical study with the purpose of showing that the time and barrier to reverse engineering can be estimated by the relationships presented in this paper for products of sufficient complexity. For the empirical studies presented here, only geometric information is considered and K is assumed to be 0.05K 0 ͑see Eq. ͑11͒͒.
For any information type, the time to extract a unit of information varies from unit of information to unit of information ͑within a product͒ and from product to product. An effective and efficient way to handle the differing times is to determine an individual's general rate of information extraction; by general we mean valid for all products of sufficient complexity. As a note, this extraction rate is the rate of information extraction F͑͒, as described in Sec. 3.2. We obtain F͑͒ for geometric information experimentally by issuing a uniform dimension extraction test. The test is set up to allow the individual to familiarize themselves with the dimension to be extracted, then instructed to extract that dimension with a measurement tool while the time is recorded. This process is repeated multiple times for different dimensions to obtain an average dimension extraction rate of the individual using the measurement tool-a rate that is independent of the time spent developing the dimension extraction sequence or checking to ensure all dimensions have been extracted. The dimension extraction rate ͑F͒ is then used in Eq. ͑10͒, enabling calculation of T by Eq. ͑11͒ to estimate the time to reverse engineer any product of sufficient complexity, as discussed in this section. The accuracy of the exponential time estimations are dependent upon accurate measurement of the information extraction rate. When the actual information extraction rate is known, the estimated time is the same as the actual time to reverse engineer a product. The test we use has been found to be an adequate measure of information flow rates resulting in time estimations with an average error of 12.2%.
To illustrate, four individuals were asked to reverse engineer Part 127 and Part 128, as seen in Figs. 5 and 6, respectively. Before beginning the reverse engineering process, the information extraction rate F was determined for each individual by the process outlined above, K was determined by counting the dimensions required to fully describe each part, and the initial power was selected to be P 0 = 1, assuming that individuals put forth a maximum effort with a maximum work achieved. The individuals, without knowing the values of K, F, and P, were then instructed to extract and record the dimensions with enough detail that the product could be recreated if needed.
The plots seen in Figs. 7 and 8 are the results of a single individual reverse engineering each product and compared with the linear and exponential time approximations. The linear relationship is defined as
where the information extraction rate ͑F͒ of the individual is the slope and the number of dimensions ͑K͒ to be extracted is the y -intercept on a plot of dimensions versus time. While the plots are for a single individual, they are representative of all the individuals that reverse engineered the products and are consistent with other tests we have performed. The data in the plots has been rearranged according to the time to extract each dimension-with the shortest times plotted first-and are not plotted in the order of dimension extraction. Tables 1 and 2 present the predicted time to reverse engineer each product, for each individual, as well as the calculated barrier to reverse engineering. From Tables 1 and 2 , we see that the barrier to reverse engineering is the same for both parts for each individual. This is due to the fact that the barrier is only dependent upon the individual and the type of information being extracted, and not dependent upon the quantity of information extracted. Transactions of the ASME To determine the validity of the relationships presented, multiple individuals have reverse engineered multiple products, resulting in over 50 sets of data for geometric information extraction. By observation and data analysis, we have verified that the time to reverse engineer the geometry of a product can be approximated by an exponential relationship. We have also observed that simple products tend to be less accurately estimated by the exponential relationship. Part 128 was specifically selected to test the exponential relationship near the limits of application, and it may be seen that a linear approximation may be more accurate for the simplest of parts. However, Part 127, while still relatively simple, has been found to be sufficiently complex to be accurately estimated by the exponential relationship.
Products of higher degrees of complexity have also been analyzed and have also been found to be accurately represented by the exponential relationship. To illustrate this, we briefly discuss the reverse engineering of Apple Inc.'s recently released computer keyboard, as seen in Figs. 9 and 10. As with the previous examples, we will only reverse engineer geometry and do not reverse engineer the material properties or the keyboard electronics. However, if the flow rate of information extraction is determined for extracting material properties and analysis of electronics, the same relationships used for estimating the time and barrier to extract geometric information can also be used to estimate the time and barrier to extract information about material properties and the electronics of a system.
We reverse engineered the keyboard to the degree that we could recreate keyboard parts that would be interchangeable with the current product. In order to fully extract the geometric information contained by the keyboard, some disassembly was required. While disassembly time may be important to quantify ͓35,36͔, it was not the focus of this study or of the developed metrics. Therefore, the keyboard was considered disassembled when reverse engineering began. Utilizing the relationships presented in this paper to estimate the time and barrier to reverse engineer the keyboard resulted in a barrier of 307.8 and an estimated time of 25,649 s. In actuality, it took 23,667 s to reverse engineer the keyboard-an 8.38% error when compared with the predicted time of 25,649 s. The estimated and measured times were determined independently so that neither influenced the other. Figure 11 compares the actual time to reverse engineer the keyboard with the exponential and linear predictions.
Concluding Remarks
In this paper, we have presented general metrics for evaluating the barrier and time to reverse engineer a product. We have also defined supporting metrics and parameters for evaluating the barrier and time. The metrics and parameters presented are adapted from Ohm's law and are based on resistor-capacitor circuits and capacitor discharge time estimates. The effectiveness of the metrics outlined in this paper has also been demonstrated with an empirical study.
The presented relationships enable a systematic and consistent comparison of products-pre-or post-production. This brings the designer a distinct ability to quantify the amount of time to reverse engineer different variations of a product while in the early design stage. Such quantification can readily support trade-off studies of production costs with market strategies. The ability to quantify the barrier and time to reverse engineer a product early in the design process enables designers to strategically implement product features that will increase the difficulty of reverse engineering the product, while minimizing implementation cost. For those reverse engineering, the systematic estimation of the reverse engineering time facilitates management decisions such as reverse engineering costs, project timelines, and market strategies.
Ongoing and future developments include the use of these metrics in the design and optimization of products. Specifically, the metrics developed herein bring a new and additional objective of increasing the time and/or barrier to reverse engineer a product to the decision making process. We reiterate here that the total time T and total barrier B is the time and barrier only to extract information from a product. Other developments by the authors include the time and barrier to fabricate the reverse engineered product ͓37͔, and the influence of repetitive measurements on the reverse engineering process ͓38͔. 
